TOPS v3.2.1 Users and Passwords

New Security System and Users and Password

The upgrade to TOPS 2000™ v3.2.1 includes a new more sophisticated security system that implements user—based
security through Domain Workstation Keys. As we move toward more web based functionality this new security system
will provide you with greater flexibility and mobility. Increased user accountability, more security, and compliance.

This technology utilizes the Windows Network login scheme to allow a single user to log in to TOPS from any
workstation on the network under a single key. In order to take full advantage of the new features, and user controls to
the TOPS application and data across your network User Groups must be clearly defined.

Very Important! Your existing Users and Passwords along with permissions are converted as part of the upgrade.
However, because the new Users and Passwords is group-based, your existing user groups are no longer valid. Each
user will appear as an individual user group named “[user name] Group”. New User Groups must be defined using the
access and permissions settings in the new security system and Users must be re-assigned to one of these new User
Group.

Take a moment to review the two provided examples of User Group settings based on job functions provided at the
end of this document.

Start TOPS and login using your current user name and password, from the Main menu:
1. Click Administration on the menu bar.
2. The Administration drop-down menu list appears.
3. Select Users & Passwords from the drop-down menu list.
4

The User Control window appears.

% User Control
Lelete Settings Groups Exit
Order by: |§
Uzer Login | Usger Full Mame | Uzer Group |
& BOBTEL Builder, Bob T ‘Builder, Bob T' Group
ﬁ( LILLIAM Lillian G Lillian G' Group
@] FARYK Kay, Mary Fay, Mary' Group
Active Groups
Group | Group Dezcription
8% T ops Administrator Office Administratar has full access to all features in TOPS2000
@ F.ap, Mary' Group Group created from TOPS 2000 user 'Kap, ban’
% ‘Lilian &' Group Group created from TOPS 2000 user ‘Lillian G'
@ ‘Builder, Bob T' Gro...  Group created from TOPS2000 user ‘Builder, Bob T*
5. Click the Groups button located on the User Control window toolbar.
6. The User Group Control window appears.
4 User Group Control
Group Name ] Group Description ]
% ‘Builder, Bob T' Group Group created from TOPS 2000 uger 'Builder, Bob T'
[@ F.ap, Mary' Group Group created from TOPS 2000 uzer Fay, Many'
£ Lillan G Graup Group created from TOPS2000 uzer 'Lillian G*
3¢ Maintenance M aintenance
% Tops Administrator Office Adminigtrator has full access to all features in TOPS 2000
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Each user in your TOPS v3.2.1 system will appear as a group name. You will also find The Administrator
User Group in your list. The TOPS Administrator is the only pre-set user group provided in the upgrade and
it is NOT editable.

7. Click the Add New button.

8. The New User Group window appears.

%New User Group
Group Mame Select an lcon
|.t‘-\ccounting Staff ||E] j Izon Preview: [i3]

Group Description

General Accounting - ALL|

Please enter a unique group name & a brief description of this group.
You may alzo select an icon for the aroup, then click "SAWE" when

finished.

LCancel Hest

9. Enter the new Group Name in the Group Name field.
10. Select an Icon from the Icon drop down list.

11. Add a Group Description.

12. Click Next.
13. The User Group Control window appears.

4 User Group Control
Group Name Module Restictions T Menu Restrictions
|Accounting Staff ) Fie

+ Setup
Group Description e Edit
General Accounting - ALL + *iew
+- (W] Adrministration
+- (W] Ultilities
+ Job Shearming
*
Select an loon +)- [M] Intemel
m loon Preview: [ + Phone Messenger
r Group Members may azzign tasks (in
Job Streaming & Tops Calendar)
Group Members may view "My
Communities List" far all users
Group Access Legend
il ipanca Set Overall Access |ogglacts
[¢] Mosccess
[m] Partial Azcess
Expand Al Collapze Al Save Cancel

The window contains two tabs, one for Module Restrictions and one for Menu Restrictions. There is also a
Group Access Legend describing the access types for each category, Full, Partial, No Access and Read
Only. Based on the job function for the named User Group, begin defining access and permissions.
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If access will be the same across all menus or modules for a user group, you can quickly set the same option

for all items at once by:

14. Click the down arrow for Set Overall Access field.

15. Select the Access Type, Full, None, or Read Only (for Modules).
16. Click Apply.

-OR-

17. Click the [+] to the left of each menu item to Expand the list of options. You may expand or collapse all

18.

modules at once by clicking:

Expand Tree-view button Collapse Tree-view button.

19. Click the checkbox to the left of each option until the desired Access type appears.

20. Repeat Steps 17 and 18 until all settings have been defined for each Menu option.
21. Click the Modules Restrictions Tab.

Module Restrictions T Menu Restrictions

Feports ~
Mailing Labels b |
Form Letter

Officers

Group Owners

Martgage Companies

FoolPass

- [W] &ccounts Recizvable
Owaer Balances
Cach Receipts
Apply Charges
Callection
Ltility Billing
Reports
Re-Frint Reportz
Billz & Coupons ]
[%] ‘Year End )

22. Repeat Steps 14 through 16 for blanket permissions or Repeat Steps 17 and 18 until all settings have

been defined for each Module.

23. Click the checkbox if this User Group is allowed to assign tasks to others in Job Streaming Module

(optional Add-on).

24. Click Save when finished.

25. You are returned to the User Group Control window.

26. Click Add New and continuing adding User Groups until all groups have been added.

27. Click Exit, you are returned to the User Control window.

Assign Users to a User Group

Now that all your user groups have been defined you are ready to update your user record and assign each user to
the appropriate User Group.

From the User Control window:

1.

2
3.
4

Double-click the User Name in the list box.
The User Info window appears.
Click the User Group field down arrow.

Select the appropriate User Group for this user.
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5. Click the Community Assignments button.
6. The Community List window appears.
7. Click the Select All button
-OR-
8. Double click to select the desired community(s) this user may access.
9. Click Save, you are returned to the User Control window.
10. Repeat Steps 1 through 9 for all active users.
11. When finished, Click Exit from the User Control window to return to the TOPS 2000™ Main menu.

Delete A User Group

You will want to remove the user groups that were created during the upgrade.
To delete a user group, from the User Control window:
1. Click the Group button.
2. Click the User Group Name in the list box.
3. Click the Delete button.
4. Click Yes in the Delete validation dialog box to delete the named User Group or
5

Click Cancel to return to the User Group Control window.

TOPS v3.2.1 Users and Passwords



TOPS v3.2.1 Users and Passwords

Sample User Groups

The following tables are examples of how to setup access and permissions in your new User Groups that are required

by the new security system in TOPS 2000™ v3.2.1.

1. We recommend that you set up User Groups based on job functions within your organization. Not all user
require access to all modules or functions. You especially want to limit access to critical processes where

an inexperienced employee may not understand the full impact of certain actions.

2. If you use temporary help for data entry throughout the year, a special user group limiting access to only

certain modules and functions is a must have.

3. TOPS Payroll is another area where limiting access is advisable. Not everyone should have access to all

areas of the payroll module.

4. Reports, is another critical area that should be reviewed carefully, company information should be

accessible on a need to know basis and owner information should also be protected.

+

Community Fact Sheet
Flug-Ins
Global

Group Name Access Permissions
ﬁgn;ézgtsr?;or All Menus Module Restrictions T Menu Restrictions:
ALL functions + File
and + Setup
permissions. ¥ Edit

+ Wiew

¥ Administration
Defined by T tities :
TOPS 2000™. + Job Streaming
Requires no + Report Defaults
setup + Intermet

¥ Phone Meszenger

All Modules ‘Module Bestrictions: T Menu Restrictions

+ Owrer Databaze

+ Aecounts Recievable

+ General Ledger

+ Accounts Pavable

+ Check Reconciliation

+ Wwhork Order

¥ Fayrall

+ CCER

¥ Gate Security
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Restrictions

Green
indicates Full
Access for all
sub-menu
options
contained in
this Menu.

Blue
indicates
some sub-
menu
limitations
exist within
this Menu.

Red indicates
there is No
Access to
any sub-
menu options

Group Name Access Permissions
écigunting- Menu todule Restictions T Menu Restrictions
ta

[

[

Fil=
Setup
Edit
Yiew
[m] Adrmiristration
[*] Users & Passwords
[*] User Key Manager
AP Online Users
Cornrrurity File
[*] Set Cornmmurity Data Path
[*] Set TOPS2000 Inztall Path
[*] Execute DOS Command
[m] Utilities
[%] File Utilities
[x] &/R Utiities
[*] Check/Repair GL
[%] Edit &P History
[%] Rebuild Access Data
Irmport # Export D ata
[*] Payroll Corrversion
E Security Key Ltility
|E| b anual Secunty Key Enty
I pdate ‘work station
Harnd Held Lltility
Custorm Report Ltility
Job Streaming
Report Defaults
[] Irterret

Phone Meszenger
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Group Name

Access

Permissions

Accounting Staff

Module
Restrictions

Green indicates
Full Access for
all sub-menu
options
contained in
this Menu.

Blue indicates
some sub-menu
limitation exist
within this
Menu.

Red indicates
there is No
Access to any
sub-menu
options

Gold or Yellow
indicates “Read
Only”

Module Restrictions T

kMenu Bestrictions

= [W] Dwner Database

Owrier M aintain
Reports

M ailing Labels
Forrn Letter

Group Owhners
Mortgage Companies
PoolPazz

RREEIE]

- [W] Accounts Recievable

Owrier Balances
Cash Receipts
Apply Charges
Collection

Utility Billitng

Reparts
Fe-Print Reparts
Billz & Coupons
[*] vear End

—-[W] Gerneral Ledger

Chart of &ccounts
Journal Entries

[+] Recuring Joumal Entries
Wiew Accounts

Reparts

[] Accounting Period

[] Cloze Year

[®] Contral Info

—-[W] Accounts Payable

Yendars
Enter Azcounts Payable

Recuring Accounts Payable

Checks

[

Reports

[*] vear End

[%] Bank Accounts

[x] Setup

= Check Reconciliation

Reconcile Bank scoounts
[]

Adjustments

Reports

[]

|
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Group Name

Access

Permissions

[%] Parol

[x] CCER

[
[
[A
[
[

Cornmunity Fact Sheet

[X] Plugns

Global
Global Search
Global Reports
Officer Labels
Lok bo
scan Payments
Direct Debit
Form Letter Manager
[ Global 4P
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